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1
CONTRIBUTED TEST MANAGEMENT IN
DEPLOYMENT PIPELINES

BACKGROUND

Software applications are often developed using applica-
tion components that may be shared across multiple appli-
cation deployments. Some application components may be
consumers of subordinate components, incorporating the
features of the subordinate components. When producers of
these subordinate components implement coding changes,
the updated subordinate component may cause problems for
consumer components if not tested thoroughly. Conven-
tional systems can sometimes involve complex producer/
consumer relationships, where a large number of systems are
consumers of the producer’s application. In such complex
systems, it becomes nearly impossible for an application
producer to create testing scenarios to adequately validate
conditions for all interested consumers. Thus, in some cases
a coding change to a producer’s application may result in an
unexpected failure in a consumer application. Embodiments
discussed herein provide technical solutions to problems
introduced by these types of application deployments.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments described herein will be understood
more fully from the detailed description given below and
from the accompanying drawings. The drawings should not
be taken to limit the application to the specific embodiments,
but are for explanation and understanding only.

FIG. 1 is a block diagram of an example network archi-
tecture including an contributed test manager, in accordance
with one embodiment.

FIG. 2 is a block diagram of a logical view of a contrib-
uted test manager, in accordance with one embodiment.

FIG. 3 is a flow diagram of an embodiment for a method
of managing contributed tests for a software deployment
pipeline, in accordance with one embodiment.

FIG. 4 is a flow diagram of an embodiment for a method
of determining whether a contributed test violates an SLA
setting for a deployment pipeline, in accordance with one
embodiment.

FIG. 5 is a flow diagram of an embodiment for a method
of managing a failure of a contributed test, in accordance
with one embodiment

FIG. 6 is a flow diagram of an embodiment for a method
of transferring ownership of a contributed test, in accordance
with one embodiment

FIG. 7 is a block diagram illustrating a server computing
device with an asynchronous dependency resolver, in accor-
dance with one embodiment.

DETAILED DESCRIPTION

Embodiments described herein relate to providing a plat-
form for managing contributed tests for a software deploy-
ment pipeline. In one embodiment, a contributed test man-
ager can provide the ability for software developers from a
consumer system to contribute tests to a producer system’s
software development pipeline. In some embodiments, the
contributed tests can block the software release process for
new code if the contributed tests indicate that the consumer
system may experience a failure as a result of the producer’s
new code. Thus, interested consumers can provide testing
scenarios to both improve the overall effectiveness of testing
within the deployment pipeline as well as significantly
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2

reduce the number of unexpected failures in consumer
applications as a result of changes to the producer’s appli-
cation code.

Conventional software deployment pipelines provide the
pipeline owner with security access to add software tests
into the pipeline. However, providing this access to inter-
ested consumers presents significant security concerns since
conventional pipelines do not provide granularity in security
access. Thus, conventional systems do not typically provide
an interested consumer with the ability to add contributed
tests to a pipeline without involving significant coordination
with the producer system developers. In such cases, agree-
ment on the contents of a test and the service level agree-
ment (SLA) parameters for a contributed test may vary
across consumers. Thus, negotiation between the parties can
become a significant impediment to efficient pipeline man-
agement. In one embodiment, the contributed test manager
of the present disclosure incorporates predefined SLA
parameters that can be used to manage a contributed test.
The SLA parameters can be encapsulated with the contrib-
uted test code provided by a interested consumer, thereby
significantly reducing overhead involved in negotiating test-
ing parameters and resulting in a more efficient deployment
pipeline.

FIG. 1 is a block diagram of an example network archi-
tecture 100 in which embodiments described herein may
operate. In one embodiment, the network architecture 100
may include server system 110, a producer system 130, and
a consumer system 135 capable of communicating via a
network 120. In one embodiment, network 120 may include,
but is not limited to, any one or more different types of
communications networks such as, for example, cable net-
works, public networks (e.g., the Internet), private networks
(e.g., frame-relay networks), wireless networks, cellular
networks, telephone networks (e.g., a public switched tele-
phone network), or any other suitable private or public
packet-switched or circuit-switched networks. In one
embodiment, the network 120 may have any suitable com-
munication range associated therewith and may include, for
example, public networks (e.g., the Internet), metropolitan
area networks (MANs), wide area networks (WANSs), local
area networks (LANs), or personal area networks (PANs). In
one embodiment, the network 120 may include communi-
cation links and associated networking devices (e.g., link-
layer switches, routers, etc.) for transmitting network traffic
over any suitable type of medium including, but not limited
to, coaxial cable, twisted-pair wire (e.g., twisted-pair copper
wire), optical fiber, a hybrid fiber-coaxial (HFC) medium, a
microwave medium, a radio frequency communication
medium, a satellite communication medium, or any combi-
nation thereof.

In one embodiment, producer system 130 and/or con-
sumer system 135 may include any type of mobile comput-
ing device (e.g., that has a finite power source) or tradition-
ally non-portable computing device. In one embodiment,
producer system 130 and/or consumer system 135 may be a
mobile computing device such as a tablet computer, cellular
telephone, personal digital assistant (PDA), portable media
player, netbook, laptop computer, portable gaming console,
motor vehicle (e.g., automobiles), wearable device (e.g.,
smart watch), and so on. In one embodiment, producer
system 130 and/or consumer system 135 may also be a
traditionally non-portable computing device such as a desk-
top computer, a server computer, or the like. In one embodi-
ment, producer system 130 and/or consumer system 135
may be configured with functionality to enable interaction
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with a contributed test manager, such as that provided by
contributed test manager 115 of server system 110.

In one embodiment, producer system 130 and/or con-
sumer system 130 may include access to an application
development platform that can provide the ability to update
and store application components (e.g., web application
widgets, standalone software applications, etc.) within
server system 110. In one embodiment, some application
components may be consumers of subordinate components
(e.g. producer components), incorporating the features of the
subordinate components. In one embodiment, a producer
system 130 may be the source of a subordinate component
(e.g., the owner or producer of the subordinate component).
In one embodiment, consumer system 135 may be the source
of a consumer application component that incorporates the
features of the subordinate component produced by producer
system 130 (e.g., the component produced by consumer
system 135 is a consumer of the component produced by
producer system 130).

In one embodiment, producer system 130 may interact
with contributed test manager 115 to enable consumers of
producer system 130’s application components (e.g., con-
sumer system 135) to inject tests into producer system 130’s
software deployment pipeline. In one embodiment, producer
system 130 may provide contributed test manager 115 with
service level agreement (SLA) settings 140 that control
contributed testing functionality, which should be accepted
by any consumer system 135 that provides a contributed test
142 for the producer system 130’s software deployment
pipeline. In one embodiment, when producer system 130
submits code update 141 to the software deployment pipe-
line, contributed test manager 115 can invoke contributed
test 142 to test the code update 141. In one embodiment,
contributed test manager 115 may then communicate with
consumer system 135 by sending notifications 144 based on
the success or failure of contributed test 142 as described in
further detail below.

Communication between the server system 120, producer
system 130, and/or consumer system 135 may be enabled
via any communication infrastructure, such as public and
private networks. In one embodiment, an example of such an
infrastructure includes a combination of a wide area network
(WAN) and wireless infrastructure, which allows a user to
use producer system 130 and/or consumer system 135 to
interact with contact contributed test manager 115 without
being tethered to the server system 110 via hardwired links.
In one embodiment, the wireless infrastructure may be
provided by one or multiple wireless communications sys-
tems. In one embodiment, the wireless communication sys-
tems may be a Wi-Fi access point connected with the
network 120. In one embodiment, the wireless communica-
tion systems may be a wireless carrier system that can be
implemented using various data processing equipment, com-
munication towers, etc. In one embodiment, the wireless
carrier system may rely on satellite technology to exchange
information with producer system 130 and/or consumer
system 135.

In one embodiment, server system 110 may be set up by
an entity such as a company or a public sector organization
to provide one or more services (such as various types of
cloud-based computing or storage) accessible via the Inter-
net and/or other networks to producer system 130 and/or
consumer system 135. In one embodiment, server system
110 may include numerous data centers hosting various
resource pools, such as collections of physical and/or vir-
tualized computer servers, storage devices, networking
equipment and the like, needed to implement and distribute
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the infrastructure and services offered by the server system
110, including to provide multi- and single-tenant services.

In one embodiment, server system 110 may implement a
contributed test manager 115 and associated services, pro-
vide other computing resources or services, such as a virtual
compute service and storage services, such as object storage
services, block-based storage services, data warehouse stor-
age service, archive storage service, data store 150, and/or
any other type of network based services (which may
include various other types of storage, processing, analysis,
communication, event handling, visualization, and security
services, such as a code execution service that executes code
without client management of the execution resources and
environment). In one embodiment, producer system 130
and/or consumer system 135 may access these various
services offered by server system 110 via network 120, for
example through an application programming interface
(API) or a command line interface (CLI) Likewise network-
based services may themselves communicate and/or make
use of one another to provide different services.

As noted above, in one embodiment, server system 110
may include a contributed test manager 115 which can
facilitate the management of contributed tests for application
components (e.g., tests that are contributed by parties other
than the owners of the application component being tested).
In one embodiment, an application component may be made
up of application source code to generate an executable
bundle that executes within a web browser (e.g., web
component, widget, custom elements, etc.). In one embodi-
ment, an application component may be made up of appli-
cation source code to generate an executable bundle that
executes as a standalone application outside of a web
browser. In one embodiment, application component may be
made up of one or more elements including JavaScript,
cascading style sheets (CSS), hypertext markup language
(HTML), or any similar markup language or application
development source code. In one embodiment a test may be
made up of a set of instructions that test different function-
alities of an application component when a code update
(e.g., code update 141) is made to that application compo-
nent.

In one embodiment, contributed test manager 115 may
facilitate the management of contributed tests by utilizing
stored service level agreement (SLA) settings that are asso-
ciated with parameters of contributed test capabilities within
a software deployment pipeline. In one embodiment, an
SLA setting may be a maximum run time value for a
contributed test. Thus, a contributed test may violate the
SLA setting if the run time of the contributed test exceeds
the maximum run time value. In one embodiment, the SLA
setting may be a maximum response time value for a test
contributor to respond to any problems with the test. In one
embodiment, the SLA setting may include the parameters
that control a transfer of ownership of the test from the
consumer (e.g., the current test owner) to the producer (e.g.,
the owner of the application component). Once the SLA
settings provided by the producer system 130 have been
accepted, a contributed test may be submitted for execution
in the deployment pipeline for producer system 130.

In one embodiment, server system 110 may provide
contributed test manager 115 with access to data store 150
that stores SLA settings 152, application repository 154, and
testing data 156. In one embodiment, SLA settings 152 may
include a data structure that stores the SLA settings associ-
ated with attributes of the testing capabilities for the deploy-
ment pipeline. In one embodiment, SLA settings 152 may be
stored as a database, a list, a tree structure, or in any similar
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manner. In one embodiment, when contributed test manager
115 receives a request to enable contributed testing capa-
bility in the deployment pipeline, the SLA settings for the
pipeline may also be received and stored in SLA settings
152.

In one embodiment, application repository 154 may be a
data structure for storing the source code elements of a new
or updated application component. Application repository
154 may be structured as a database, as a component of a
source code management tracking system, or the like. In one
embodiment, application repository 154 additionally stores
contributed test instructions (e.g., code, scripts, etc.) for
execution within the deployment pipeline when producer
system 130 provides code updates (e.g., code update 141) to
the deployment pipeline. In one embodiment, testing data
156 may be a data structure that maintains historical results
of testing cycles. Thus, in one embodiment, some SLA
thresholds that may depend on historical efficacy of tests
may be monitored over time using testing data 156.

In one embodiment, contributed test manager 115 may
receive a request from producer system 130 to enable
contributed test capability in a software deployment pipe-
line. In one embodiment, contributed test manager 115 may
then receive a service level agreement (SLA) setting from
producer system 130, where the SLLA setting is associated
with a parameter of the contributed test capability, and
subsequently store the SLA setting in SLA settings 152. In
one embodiment, contributed test manager 115 may subse-
quently receive a request from consumer system 135 for a
contributed software test to be added to the deployment
pipeline of producer system 130. In one embodiment, con-
tributed test manager 115 may subsequently receive a noti-
fication from consumer system 135 to indicate that con-
sumer system 135 has accepted the SLA setting for the
contributed test, thereby confirming that the consumer sys-
tem 135 has agreed to the SLA setting parameters for any
contributed test.

In one embodiment, contributed test manager 115
receives a code update from producer system 130 to be
added to the development pipeline, and causes the contrib-
uted test to test the code update in the deployment pipeline.
In one embodiment, contributed test manager 115 then
monitors the contributed test based on the SLA settings for
the deployment pipeline and takes action if the test fails
during execution (e.g., by producing unexpected results,
violating a maximum run time SLA setting for the test, or the
like). Contributed test manager 115 is described in further
detail below with respect FIG. 2.

FIG. 2 is a block diagram of a logical view of a contrib-
uted test manager 200, in accordance with one embodiment.
In one embodiment, contributed test manager 200 may
correspond to the contributed test manager 115 of FIG. 1. In
one embodiment, contributed test manager 200 may include
request processor 205, SLA management module 210, test
management module 215, application repository communi-
cator 220, pipeline interface module 225, and notification
module 230.

In one embodiment, request processor 205 can receive a
request from a producer system to enable contributed test
capability in a deployment pipeline. In one embodiment, the
producer system owns or otherwise manages a software
application component that is used by (e.g., accessed by,
incorporated in, etc.) a separate application component of a
consumer system (e.g., consumer system 135 of FIG. 1). In
one embodiment, the request may enable contributed test
capability for a particular application component in the
deployment pipeline. In one embodiment, the request may
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enable contributed test capability for any application com-
ponent in the deployment pipeline. In one embodiment the
request may be received from a graphical user interface
executing on the producer system that provides management
capability for the deployment pipeline. In one embodiment,
request processor 205 can subsequently receive a service
level agreement (SLA) setting (SLA settings 260) from the
producer system (e.g., from the graphical user interface for
the deployment pipeline). In one embodiment, an SLA
setting may be associated with a parameter of contributed
test capabilities within the software deployment pipeline. In
one embodiment, a single SLA setting may be received. In
another embodiment, multiple SLA settings may be received
for different parameters.

As noted above with respect to FIG. 1, in one embodi-
ment, an SLA setting may be a maximum run time value for
a contributed test. Thus, a contributed test may violate the
SLA setting if the run time of the contributed test exceeds
the maximum run time value. In one embodiment, the SLA
setting may be a maximum response time value for a test
contributor to respond to any problems with the test. In one
embodiment, the SLA setting may include the parameters
that control a transfer of ownership of the test from the
consumer (e.g., the test owner) to the producer (e.g., appli-
cation component code owner/provider). In one embodi-
ment, SLA management module 210 may be invoked to
store the received SLA settings associated with the deploy-
ment pipeline.

In one embodiment, request processor 205 may then
receive a request from the consumer system for a software
test (e.g., contributed test 261) to be added to the deploy-
ment pipeline. In one embodiment, the software test is
contributed by the consumer system (e.g., a contributed test)
to test a particular application component that is owned by
the producer system. Thus, in one embodiment, if the
producer system submits a code update for that particular
application component, the contributed test 261 may be
executed to test that code update. In one embodiment, the
request may be received from a graphical user interface for
the deployment pipeline that is executed by the consumer
system. In one embodiment, SLLA management module 210
may be invoked to identify any SLA settings that are
associated with that application component in the deploy-
ment pipeline and provide the identified SLLA settings to the
consumer system for display in a user interface (e.g., the
graphical user interface for the deployment pipeline). In one
embodiment, SLA management module 210 may receive a
notification from the consumer system to indicate that the
consumer system has accepted the SLA setting (or settings)
for the contributed test. In one embodiment, SL.A manage-
ment module 210 may receive a notification from the
consumer system to indicate that the consumer system has
requested an exception or override for the SLA settings for
the contributed test. For example, in one embodiment, the
consumer system may request additional time for an maxi-
mum run time SLA setting. Similarly, the consumer system
may request additional time for a maximum response time
SLA setting. In one embodiment, application repository
communicator 220 may be invoked to store the contributed
test in an application repository, along with a reference to the
accepted (or overridden) SLA settings for the contributed
test.

In one embodiment, request processor 205 may subse-
quently receive a request from the producer system that
includes a code update to be added to the deployment
pipeline. The request may include updated source code 262
for an application component owned by the producer system
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that is accessed by the consumer system. In one embodi-
ment, the code update may be for an application component
that is associated with a contributed test 261 that was
previously received from a consumer system. In one
embodiment, application repository communicator 220 may
be invoked to store the code update in the application
repository.

Subsequently, in one embodiment, pipeline interface
module 225 may be invoked to cause the contributed test to
test the code update in the deployment pipeline. In one
embodiment, the deployment pipeline includes multiple
tests—some owned by the producer system (the owner of
the code update), and others owned by other systems (e.g.,
the consumer system, for example). In one embodiment, test
management module 215 may communicate with the pipe-
line interface module 225 to monitor the progress of tests
within the deployment pipeline, and manage any error
conditions that may occur. In one embodiment, a contributed
test may be designed to return a result that indicates whether
the test passed or failed. For example, in one embodiment,
a contributed test may be constructed so that if it functions
as expected, it may return a result that indicates a “pass”
condition. Similarly, in one embodiment, a contributed test
may be constructed so that if it does not function as
expected, it may return a result that indicates a “fail”
condition.

In one embodiment, while monitoring the deployment
pipeline, test management module 215 may determine
whether the contributed test fails during execution. In one
embodiment, the contributed test may fail if it produces
unexpected results as noted above. In one embodiment the
contributed test may fail if it violates one of the SLA settings
for the deployment pipeline. If the contributed test does fail,
pipeline interface module 225 may be invoked to pause
deployment of the code update for the application compo-
nent being tested within the pipeline until a determination
may be made regarding the cause of the test failure. In one
embodiment, pipeline interface module 225 may then dis-
able the contributed test within the deployment pipeline to
prevent it from automatically re-executing. In one embodi-
ment, notification module 230 may be invoked to indicate to
the consumer system that the contributed test has failed
during execution. In one embodiment, a notification may be
sent to the consumer system with this information as well as
contextual information to describe the test failure. For
example, the notification may include the step in the test that
was executing at the time of the violation, the SLA setting
that was violated (e.g., the length of time the test executed),
any data element that was being processed by the test, or the
like.

In one embodiment, as noted above, an SLA setting may
be a maximum run time value for the contributed test. In one
embodiment, test management module 215 may determine
that the contributed test has failed during execution because
it violated this SLA setting by setting a timer that expires at
the end of the maximum run time value, and subsequently
determining that the timer has expired while the contributed
test is still executing. In another embodiment, test manage-
ment module 215 may detect a failure of the contributed test
during its execution by detecting an abnormal termination of
the contributed test, an unexpected error message produced
by the contributed test, a test that returns a result that
indicates a “fail” condition, or the like.

In some embodiments, when a failure has been detected,
test management module 215 may send a notification 263 to
the consumer system to indicate that a failure has occurred,
and await a response 264 from the consumer system to
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indicate what additional actions should be taken. In one
embodiment, test management module 215 starts a timer
that expires at the end of a maximum response time value.
In some embodiments, the maximum response time value
may be an additional SLA setting for the deployment
pipeline. In one embodiment, a notification (response 264)
may be received from the consumer system to indicate that
the failure of the contributed test relates to the code update
(e.g., a bug in the code update has been detected by the
contributed test). In such cases, test management module
215 may invoke pipeline interface module 225 to re-enable
the contributed test within the deployment pipeline and stage
the contributed date for re-execution within the deployment
pipeline. In some embodiments, deployment of the code
update for the producer application component within the
deployment pipeline may be paused or postponed until the
code update for the producer application component is
analyzed and corrected. In one embodiment, a notification
263 may be sent to the producer system indicating that the
failure of the contributed test relates to the code update so
that the code update may be examined for defects.

In one embodiment, a notification (response 264) may be
received from the consumer system before the expiration of
the timer to indicate that the failure of the contributed test
relates to the contents of the contributed test (e.g., a bug in
the contributed test instructions). In such cases, a correction
to the contributed test may be submitted before the expira-
tion of the timer. In one embodiment, another request may
be received before the expiration of the timer that includes
a correction to the contributed test. In such cases, test
management module 215 may invoke pipeline interface
module 225 to re-enable the contributed test within the
deployment pipeline and stage the contributed test for re-
execution within the deployment pipeline.

In some embodiments, test management module 215 may
determine that the contributed test re-executes successfully.
In such cases, test management module 215 may access
historical information for the deployment pipeline to deter-
mine whether the ownership of the contributed test may be
transferred from the consumer system to the producer sys-
tem. Notably, a transfer of ownership could permanently
incorporate the contributed test into the deployment pipeline
to be managed by the producer system. In one embodiment,
test management module 215 receives historical data for the
contributed test that includes a total number of successful
executions of the contributed test during previous test execu-
tions.

In one embodiment, test management module 215 then
determines whether the total number of successful execu-
tions of the contributed test meets a success threshold. In
some embodiments the success threshold may be an addi-
tional SLA setting for the deployment pipeline. If the total
number of successful executions does meet the SLA success
threshold, test management module 215 may invoke appli-
cation repository communicator 220 to update an ownership
attribute for the contributed test to indicate that the owner-
ship of the contributed test has been transferred from the
consumer system to the producer system. In one embodi-
ment, test management module may then invoke notification
module 230 to indicate to the consumer system (e.g., by
sending notification 263 to the consumer system) that own-
ership of the contributed test has been transferred from the
consumer system to the producer system.

In one embodiment, test management module 215 may
determine that the maximum response time value timer has
expired before a response is received from the consumer
system to indicate the reason for the failure of the first test.
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In one embodiment, test management module 215 may send
a notification to the producer system to indicate that deploy-
ment of the code update for the application component being
tested is to be reviewed prior to deployment within the
deployment pipeline. Thus, a producer may determine
whether the failure of the consumer to provide a response
should delay the deployment of the code update for the
application component within the deployment pipeline.

In one embodiment, test management module 215 may
access historical information for the deployment pipeline to
determine the effectiveness of the contributed test. In one
embodiment, test management module 215 may receive
historical data for the contributed test, where the historical
data includes a total number of failures of the contributed
test during previous test executions. In one embodiment, test
management module 215 may then determine whether the
total number of failures of the contributed test meets a
failure threshold. In some embodiments the failure threshold
may be an additional SLA setting for the deployment
pipeline. If the total number of failures does meet the SLA
failure threshold, test management module 215 may invoke
notification module 230 to indicate to the consumer system
(e.g., by sending notification 263 to the consumer system)
that the contributed test has violated the failure threshold. In
other words, the contributed test has failed too many times
to continue to be automatically executed within the deploy-
ment pipeline. In some embodiments, the contributed test
may need modification before being resubmitted to the
deployment pipeline.

FIGS. 3-6 are flow diagrams of various embodiments of
methods performed by a contributed test manager to manage
contributed tests for a deployment pipeline. The methods are
performed by processing logic that may include hardware
(circuitry, dedicated logic, etc.), software (such as is run on
a general purpose computer system or a dedicated machine),
firmware, or some combination thereof. In one embodiment,
the methods may be performed by contributed test manager
115 of FIG. 1, and/or contributed test manager 200 of FIG.
2.

For simplicity of explanation, the methods are depicted
and described as a series of acts. However, acts in accor-
dance with this disclosure can occur in various orders and/or
concurrently, and with other acts not presented and
described herein. Furthermore, not all illustrated acts may be
performed to implement the methods in accordance with the
disclosed subject matter. In addition, those skilled in the art
will understand and appreciate that the methods could
alternatively be represented as a series of interrelated states
via a state diagram or events. Additionally, it should be
appreciated that the methods disclosed in this specification
are capable of being stored on an article of manufacture to
facilitate transporting and transferring such methods to
computing devices. The term article of manufacture, as used
herein, is intended to encompass a computer program acces-
sible from any computer-readable device or storage media.

FIG. 3 is a flow diagram of an embodiment for a method
300 of managing contributed tests for a software deployment
pipeline. At block 305 of method 300, processing logic
receives a request for a contributed software test to be added
to a software deployment pipeline. In one embodiment, the
request is received from a consumer system that accesses a
software application component of a producer system. In
one embodiment, the contributed software test is to test the
software application component of the producer system
within the producer system’s deployment pipeline.

At block 315, processing logic causes the contributed test
to test a code update for the producer application component

10

15

20

25

30

35

40

45

50

55

60

65

10

in the deployment pipeline. At block 320, processing logic
determines whether the contributed test failed during execu-
tion. In one embodiment, this determination is made based
on whether the contributed test violates an SLA maximum
run time setting accepted by the consumer system as
described below with respect to FIG. 4. In one embodiment,
this determination is made based on whether the contributed
software test returns unexpected results. If the test has not
failed, the method of FIG. 3 terminates. If the test has failed
during execution, processing logic proceeds to block 325. At
block 325, processing logic indicates to the consumer sys-
tem that the contributed software test failed during execu-
tion. At block 330, processing logic pauses deployment of
the code update for the producer application component
within the deployment pipeline. At block 335, processing
logic disables the contributed software test within the
deployment pipeline. After block 335 the method of FIG. 3
terminates.

FIG. 4 is a flow diagram of an embodiment for a method
400 of determining whether a contributed test violates an
SLA setting for a deployment pipeline. At block 405 of
method 400, processing logic causes a contributed test to test
a code update for a producer application component in the
deployment pipeline. At block 410, processing logic starts a
timer that expires at the end of a maximum run time value.
In one embodiment, the maximum run time value may be an
SLA setting for the development pipeline. At block 415,
processing logic determines whether the timer has expired
while the contributed test is executing. If not, the method of
FIG. 4 terminates. Otherwise, processing continues to block
420. At block 420, processing logic determines that the
contributed test violates the SLA setting. After block 420 the
method of FIG. 4 terminates.

FIG. 5 is a flow diagram of an embodiment for a method
500 of managing a failure of a contributed test. At block 505
of method 500, processing logic detects a failure of a
contributed test within a deployment pipeline. At block 510,
processing logic starts a timer that expires at the end of a
maximum response time value. At block 515, processing
logic determines whether the timer has expired before a
response is received from a consumer system associated
with the contributed test. If so, processing proceeds to block
520, where processing logic indicates that the code update is
to be reviewed prior to deployment within the deployment
pipeline. After block 520 the method of FIG. 5 terminates.

If at block 515, processing logic determines that the timer
has not expired before a response is received, processing
proceeds to block 525 where a response is received from a
consumer system that indicates the cause of the test failure.
At block 530, processing logic branches based on the cause
of the failure included in the response received at block 525.
If the failure is related to the contents of the test, processing
proceeds to block 535 where processing logic receives a
contributed test correction. Processing then continues to
block 540.

If at block 530, processing logic determines that the
failure does not relate to the contents of the test (e.g., the
failure relates to the code update being tested), processing
continues to block 538 where processing logic indicates to
the producer of the code update that the failure relates to the
code update. At block 540, processing logic enables the
contributed test within the deployment pipeline. At block
545, processing logic stages the contributed test for re-
execution within the deployment pipeline. After block 545
the method of FIG. 5 terminates.

FIG. 6 is a flow diagram of an embodiment for a method
600 of transferring ownership of a contributed test. At block



US 10,719,427 B1

11

605 of method 600, processing logic detects that a contrib-
uted test has executed successfully. In one embodiment,
processing logic makes this determination after a consumer
system has submitted a corrected contributed test after a test
failure as described above with respect to FIG. 5. At block
610, processing logic receives historical data for the con-
tributed test that includes a total number of successful
executions during previous test executions within the
deployment pipeline.

At block 615, processing logic determines that the total
number of successful executions meets an SLA success
threshold. At block 620, processing logic updates an own-
ership attribute for the contributed test to indicate that the
ownership of the contributed test has been transferred. In
one embodiment, the ownership of the contributed test may
be transferred from the current owner of the test (e.g., the
test contributor/application consumer system) to the owner
of' the software application component being tested (e.g., the
application producer system). At block 625, processing logic
indicates to a receiving system that the ownership of the
contributed test has been transferred. In one embodiment,
the receiving system may be the consumer system from
which the ownership was transferred. In another embodi-
ment, the receiving system may be the producer system to
which the ownership was transferred. After block 625 the
method of FIG. 6 terminates.

FIG. 7 is a block diagram illustrating a computing device
700 with an contributed test manager 790, in accordance
with one embodiment. In one embodiment, the server com-
puting device 700 may be connected (e.g., networked) to
other machines in a LAN, an intranet, an extranet, and/or the
Internet. In one embodiment, the server computing device
700 may be a personal computer (PC), a tablet PC, a set-top
box (STB), a web appliance, a rackmount server, a network
router, a switch or bridge, or any machine capable of
executing a set of instructions (sequential or otherwise) that
specify actions to be taken by that machine. Further, while
a single machine is illustrated, in one embodiment the server
computing device 700 shall also be taken to include any
collection of machines that individually or jointly execute a
set (or multiple sets) of instructions to perform any one or
more of the methodologies discussed herein. For example,
the server computing device 700 may be one or more
devices in a server system. In one embodiment, the server
computing device 700 is one node of a cluster that provides
a cloud service such as Amazon’s® elastic compute cloud
(EC2®), Amazon web services (AWS®), or other cloud
service.

In one embodiment, the server computing device 700
includes a processing device 702, a main memory 704 (e.g.,
read-only memory (ROM), flash memory, dynamic random
access memory (DRAM) such as synchronous DRAM
(SDRAM) or DRAM (RDRAM), etc.), a static memory 706
(e.g., flash memory, static random access memory (SRAM),
etc.), and a data storage component 718, which communi-
cate with each other via a bus 730.

In one embodiment, processing device 702 represents one
or more general-purpose processing devices such as a micro-
processor, a central processing unit, or the like. More
particularly, the processing device may be complex instruc-
tion set computing (CISC) microprocessor, reduced instruc-
tion set computing (RISC) microprocessor, very long
instruction word (VLIW) microprocessor, or processor
implementing other instruction sets, or processors imple-
menting a combination of instruction sets. In one embodi-
ment, processing device 702 may also be one or more
special-purpose processing devices such as an application
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specific integrated circuit (ASIC), a field programmable gate
array (FPGA), a digital signal processor (DSP), network
processor, or the like. In one embodiment, the processing
device 702 is configured to execute instructions 722 for
performing the operations and steps discussed herein.

In one embodiment, the server computing device 700 may
further include a network interface device 708. In one
embodiment, the server computing device 700 also may
include a video display unit 710 (e.g., a liquid crystal display
(LCD) or a cathode ray tube (CRT)), an alphanumeric input
device 712 (e.g., a keyboard), a cursor control device 714
(e.g., a mouse), and/or a signal generation device 716 (e.g.,
a speaker).

In one embodiment, the data storage component 718 may
include a machine-readable storage medium 728 (also
known as a computer-readable medium) on which is stored
one or more sets of instructions or software 722 embodying
any one or more of the methodologies or functions described
herein. In one embodiment, the instructions 722 may also
reside, completely or at least partially, within the main
memory 704 and/or within the processing device 702 during
execution thereof by the server computing device 700, the
main memory 704 and the processing device 702 also
constituting machine-readable storage media.

In one embodiment, the instructions 722 include instruc-
tions for a contributed test manager 790 (e.g., contributed
test manager 115 of FIG. 1, and/or contributed test manager
200 of FIG. 2) and/or a software library containing methods
that call modules in an contact run-time engine (e.g., cor-
responding to the methods of FIGS. 3-6, etc.). In one
embodiment, while the machine-readable storage medium
728 is shown to be a single medium, the term “machine-
readable storage medium” should be taken to include a
single medium or multiple media (e.g., network attached
storage, a centralized or distributed database, and/or asso-
ciated unsolicited content storage areas and servers) that
store the one or more sets of instructions. In one embodi-
ment, the term “machine-readable storage medium” shall
also be taken to include any medium other than a carrier
wave that is capable of storing or encoding a set of instruc-
tions for execution by the machine and that cause the
machine to perform any one or more of the methodologies
of the present disclosure. In one embodiment, the term
“machine-readable storage medium” shall accordingly be
taken to include, but not be limited to, solid-state memories,
optical media and magnetic media.

In the above description, numerous details are set forth. It
will be apparent, however, to one of ordinary skill in the art
having the benefit of this disclosure, that embodiments of the
invention may be practiced without these specific details. In
some instances, well-known structures and devices are
shown in block diagram form, rather than in detail, in order
to avoid obscuring the description.

Some portions of the detailed description are presented in
terms of algorithms and symbolic representations of opera-
tions on data bits within a computer memory. These algo-
rithmic descriptions and representations are the ways used
by those skilled in the data processing arts to most effec-
tively convey the substance of their work to others skilled in
the art. An algorithm is here, and generally, conceived to be
a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations
of physical quantities. Usually, though not necessarily, these
quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared,
and otherwise manipulated. It has proven convenient at
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times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, symbols, characters,
terms, numbers, or the like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the above discussion, it is appreciated that
throughout the description, discussions utilizing terms such
as “receiving”, “storing”, “providing”, “determining”’,
“causing”, “disabling”, or the like, refer to the actions and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (e.g., electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission or display devices.

Embodiments of the invention relate to an apparatus for
performing the operations herein. This apparatus may be
specially constructed for the disclosed purposes, or it may
comprise a general purpose computer selectively activated
or reconfigured by a computer program stored in the com-
puter. Such a computer program may be stored in a computer
readable storage medium, such as, but not limited to, any
type of disk including floppy disks, optical disks, CD-
ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROM:s,
EEPROMs, magnetic or optical cards, or any type of non-
transitory media suitable for storing electronic instructions
(e.g., media other than a carrier wave).

The algorithms and displays presented herein are not
inherently related to any particular computer or other appa-
ratus. Various general purpose systems may be used with
programs in accordance with the teachings herein, or it may
prove convenient to construct a more specialized apparatus
to perform the required method steps. The structure for a
variety of these systems will appear from the description
above. In addition, embodiments of the present invention are
not described with reference to any particular programming
language. It will be appreciated that a variety of program-
ming languages may be used to implement the teachings of
the invention as described herein.

It is to be understood that the above description is
intended to be illustrative, and not restrictive. Many other
embodiments will be apparent to those of skill in the art
upon reading and understanding the above description. The
scope of the invention should, therefore, be determined with
reference to the appended claims, along with the full scope
of equivalents to which such claims are entitled.

What is claimed is:

1. A method comprising:

receiving a first request from a producer system of an

application component to enable contributed test capa-
bility for the application component in a deployment
pipeline of the producer system;

receiving a second request from a consumer system of the

application component, wherein the second request
comprises a request for a first contributed test to be
added to the deployment pipeline, wherein the first
contributed test is associated with the application com-
ponent, wherein the first contributed test is associated
with a service level agreement (SLA) setting for an
SLA, wherein the SLLA controls functionality of the first
contributed test, and wherein the SLA setting com-
prises a maximum run time value for the first contrib-
uted test;
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receiving, from the producer system, a code update for the
application component to be added to the deployment
pipeline;

causing the first contributed test to test the code update in

the deployment pipeline;

determining that the maximum run time value has been

exceeded for the first contributed test during execution
of the first contributed test;

determining that a failure of the first contributed test to

complete before the maximum run time value has been
exceeded causes the first contributed test to fail during
the execution of the first contributed test;

starting a timer that expires at an end of a maximum

response time value;

determining that the timer has expired before a response

is received that indicates a reason for failure of the first
contributed test;
indicating that deployment of the code update for the
application component is to be reviewed prior to
deployment within the deployment pipeline;

determining that a total number of failures of the first
contributed test during previous executions causes the
first contributed test to violate an SLA failure threshold;

disabling the first contributed test responsive to determin-
ing that the SLA failure threshold has been violated;
and

indicating to at least one of the consumer system or the

producer system that the first contributed test has
violated the SLA failure threshold.

2. The method of claim 1, wherein the SLA setting is
associated with a corresponding parameter of the contrib-
uted test capability, the method further comprising:

storing the SLA setting associated with the deployment

pipeline;

providing the SLA setting to the consumer system for

display in a user interface;

receiving a notification to indicate that the consumer

system has accepted the SLA setting for the first
contributed test; and

performing at least one of pausing deployment of the code

update for the application component within the
deployment pipeline or indicating to the consumer
system that the first contributed test has failed.

3. The method of claim 1, further comprising:

indicating to the consumer system that the first contrib-

uted test has failed;

receiving a response from the consumer system to indi-

cate that the failure of the first contributed test relates
to the code update;

indicating to the producer system that the failure of the

first contributed test relates to the code update;
enabling the first contributed test within the deployment
pipeline; and

staging the first contributed test for re-execution within

the deployment pipeline.

4. A method comprising:

receiving a first request from a consumer system, wherein

the first request comprises a request for a first contrib-
uted test to be added to a deployment pipeline for an
application component of a producer system, wherein
the first contributed test is a test for the application
component in the deployment pipeline, wherein the
first contributed test is associated with a service level
agreement (SLA) setting for an SLA, wherein the SLA
controls functionality of the first contributed test, and
wherein the SLA setting comprises a maximum run
time value for the first contributed test;
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causing the first contributed test to test a code update
provided by the producer system for the application
component in the deployment pipeline;

determining that the maximum run time value has been

exceeded for the first contributed test during execution
of the first contributed test;

determining that failure of the first contributed test to

complete before the maximum run time value has been
exceeded causes the first contributed test to fail during
the execution of the first contributed test;
determining that a total number of failures of the first
contributed test during previous executions causes the
first contributed test to violate an SLA failure threshold;

disabling the first contributed test responsive to determin-
ing that the SLA failure threshold has been violated;
and

indicating to at least one of the consumer system or the

producer system that the first contributed test has
violated the SLA failure threshold.

5. The method of claim 4 further comprising:

receiving a second request from the producer system to

enable contributed test capability for the application
component in the deployment pipeline.

6. The method of claim 4, wherein the first contributed
test encapsulates the SLA setting, the method further com-
prising:

storing the SLA setting associated with the deployment

pipeline; and

receiving a notification to indicate that the consumer

system has accepted the SLA setting for the first
contributed test.

7. The method of claim 4 further comprising:

receiving, from the producer system, the code update for

the application component to be added to the deploy-
ment pipeline;

receiving, from the producer system, a second test for the

application component, wherein the second test is
controlled by the producer system; and

causing the second test to test the code update provided by

the producer system for the application component in
the deployment pipeline.

8. The method of claim 4 further comprising:

pausing deployment of the code update for the application

component within the deployment pipeline.

9. The method of claim 4, further comprising:

starting a timer that expires at an end of the maximum run

time value; and

determining that the timer has expired while the first

contributed test is still executing.

10. The method of claim 4, further comprising:

indicating to the consumer system that the first contrib-

uted test has failed during execution;

receiving a notification from the consumer system to

indicate that the failure of the first contributed test
relates to the code update;

indicating to the producer system that the failure of the

first contributed test relates to the code update;
enabling the first contributed test within the deployment
pipeline; and

staging the first contributed test for re-execution within

the deployment pipeline.

11. The method of claim 4, further comprising:

starting a timer that expires at an end of a maximum

response time value;

determining that the timer has expired before a response

is received that indicates a reason for the failure of the
first contributed test; and
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indicating that deployment of the code update for the
application component is to be reviewed prior to
deployment within the deployment pipeline.
12. The method of claim 4, further comprising:
receiving historical data for the first contributed test,
wherein the historical data comprises the total number
of failures of the first contributed test during the
previous executions.
13. The method of claim 4, further comprising:
starting a timer that expires at an end of a maximum
response time value;
receiving a notification before expiration of the timer to
indicate that the failure of the first contributed test
relates to contents of the first contributed test;
receiving a second request before the expiration of the
timer that comprises a correction for the first contrib-
uted test;
enabling the first contributed test within the deployment
pipeline; and
staging the first contributed test for re-execution within
the deployment pipeline.
14. A system comprising:
a processing device; and
memory to store computer-executable instructions that, if
executed, cause the processing device to:
receive a first request from a consumer system, wherein
the first request comprises a first contributed test to
be added to a deployment pipeline of a producer
system, wherein the first contributed test is associ-
ated with an application component in the deploy-
ment pipeline, wherein a service level agreement
(SLA) controls functionality of the first contributed
test, the SLA comprising an SLA setting that com-
prises a maximum run time value for the first con-
tributed test;
cause the first contributed test to test a code update
provided by the producer system for the application
component in the deployment pipeline;
determine that the maximum run time value has been
exceeded for the first contributed test during execu-
tion of the first contributed test;
determine that failure of the first contributed test to
complete before the maximum run time value has
been exceeded causes the first contributed test to fail
during the execution of the first contributed test;
start a timer that expires at an end of a maximum
response time value;
receive a notification from the consumer system before
expiration of the timer that indicates that the failure
of the first contributed test relates to contents of the
first contributed test;
receive a second request that comprises a correction for
the first contributed test;
enable the first contributed test within the deployment
pipeline; and
stage the first contributed test for re-execution within
the deployment pipeline.
15. The system of claim 14, wherein the processing device

is further to:

detect that the first contributed test re-executes success-
fully;

receive historical data for the first contributed test,
wherein the historical data comprises a total number of
successful executions of the first contributed test during
previous executions;
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determine that the total number of successful executions
of the first contributed test during previous executions
meets an SLA success threshold;

update an ownership attribute for the first contributed test
to indicate that ownership of the first contributed test
has been transferred from the consumer system; and

indicate to the consumer system that ownership of the first
contributed test has been transferred from the consumer
system.

16. The system of claim 14, wherein the processing device

further to:

receive historical data for the first contributed test,
wherein the historical data comprises a total number of
failures of the first contributed test during previous
executions;

determine that a total number of failures of the first
contributed test during previous executions meets an
SLA failure threshold; and

indicate to the consumer system that the first contributed
test has violated the SLA failure threshold.

17. The system of claim 14, wherein the processing device

further to:

pause deployment of the code update for the application
component within the deployment pipeline;

disable the first contributed test within the deployment
pipeline; and

indicate to the consumer system that the first contributed
test has failed.
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